Financial & Technical Justification
Cypress Envirosystems Green Box Controller (GBC) Upgrade & Migration
Facilities & Building Automation Systems

Executive Summary
Approval is requested to upgrade Cypress Envirosystems Green Box Controllers (GBCs) supporting building automation systems. This upgrade is required as a direct result of Microsoft End-of-Support (EoS) for the legacy Microsoft Windows operating systems currently running on these controllers.
Continued operation of building control infrastructure on unsupported operating systems exposes escalating cybersecurity, operational, and compliance risks. This avoidable risk is inconsistent with modern enterprise and public-sector governance, cybersecurity best practices, and institutional risk-management expectations.

Primary Business Driver: Microsoft End-of-Support Risk
Many deployed Cypress Envirosystems Green Box Controllers are currently running Windows 7 and/or Windows 10, both of which have surpassed or are approaching Microsoft End-of-Support:
· Windows 7 – End of Support: January 14, 2020
· Windows 10 – End of Support: October 14, 2025
Once an operating system is out of support:
· No security patches or vulnerability remediation are provided
· Known exploits remain permanently unaddressed
· Risk increases over time, not decreases
From a risk, audit, and governance perspective, continued operation of unsupported operating systems represents an unacceptable and compounding exposure within the environment.

Network Isolation Does Not Eliminate Risk
While the GBCs are often described as “isolated,” they are not air-gapped systems:
· IP addresses are assigned to installed Green Box Controllers
· GBCs are connected to the network (even if segmented)
· Access is typically controlled via ACLs on local switches
· BACnet and supervisory integrations require network connectivity
This architecture means:
· Vulnerabilities still exist at the operating system level
· Compromised credentials, misconfigurations, or lateral movement can expose these devices
· Legacy Windows systems are high-value targets in critical infrastructure environments
Security best practices and cyber-insurance standards increasingly reject “logically isolated” legacy Windows systems as an acceptable long-term control.

Cybersecurity & Technical Risk Context
Legacy Microsoft Windows on “Isolated” Control Networks
Although Green Box Controllers are often described as operating on an “isolated” or “segmented” network, this designation does not eliminate cybersecurity risk when the underlying operating system is unsupported.
A system is only truly isolated if it is physically disconnected (no Ethernet, no wireless, no upstream connections or integrations). In all deployments, GBCs:
· Maintain static or dynamic IP addresses
· Are connected to the campus or enterprise network (even if on a dedicated VLAN)
· Communicate with BAS and supervisory systems via BACnet/IP
· Rely on network access controls (ACLs) rather than physical isolation
As a result, these devices remain reachable, addressable, and exploitable under certain conditions.

Why End-of-Support Windows 7 / 10 Represents a Material Risk
When Microsoft ends support for an operating system, the following conditions apply permanently:
· No security patches for newly discovered vulnerabilities
· No remediation for known exploits
· Public exploit availability increases over time
· Vulnerabilities become well documented and weaponized
Legacy Windows systems are widely targeted because attackers know:
· Vulnerabilities will never be fixed
· Defensive tooling is limited or outdated
· These systems are often implicitly trusted within internal networks

How a Vulnerability Could Be Facilitated (Realistic Scenario)
Even without direct internet exposure, a Windows 7/10-based GBC can be compromised through common enterprise pathways, including:
· Lateral movement from another compromised device on the same or adjacent subnets
· Misconfigured ACLs or firewall rules (common in long-lived environments)
· Credential reuse or legacy service accounts
· BACnet/IP or middleware service exposure
· Maintenance laptops or vendor access systems temporarily connected to the network
· Internal phishing or malware infections that move east-west once inside the perimeter
Once accessed, a compromised GBC could:
· Disrupt or manipulate control logic
· Serve as a persistence point inside the network
· Provide visibility into BAS topology and connected systems
· Trigger operational outages or safety incidents
Importantly, the absence of prior incidents does not reduce future risk—it often indicates latent exposure.

Risk Profile in the Network Environment
Universities, hospitals, and enterprise environments are particularly exposed due to:
· Large, distributed networks
· Mixed-use environments (academic, healthcare, research)
· High user counts and device diversity
· Public funding, audit, and compliance requirements
Unsupported operating systems increasingly conflict with:
· Cyber-insurance underwriting standards
· Internal IT security and risk-management policies
· Industry best practices for critical infrastructure and operational technology (OT)

Regulatory, Compliance & Governance Considerations
Public Sector, Healthcare & Enterprise Context
As publicly funded institutions and/or operators of mission-critical facilities, organizations such as universities, healthcare systems, and large enterprises are subject to elevated expectations related to cybersecurity governance, asset lifecycle management, operational continuity, and audit defensibility.
Operating building automation and control infrastructure on unsupported Microsoft operating systems introduces compliance and governance risks that extend beyond IT, affecting facilities operations, research and clinical environments, safety-critical systems, and institutional risk oversight.


Key considerations include:
Lifecycle & Vendor Support Governance
Industry best practices and internal audit frameworks across public sector, healthcare, and enterprise environments expect critical systems to operate on vendor-supported platforms with active security patching. End-of-Support operating systems are widely classified as non-compliant or high-risk exceptions, often requiring formal documentation, compensating controls, or executive risk acceptance.
Cybersecurity Framework Alignment
Organizations are increasingly expected to align with recognized cybersecurity and risk frameworks (e.g., ISO/IEC 27001, NIST Cybersecurity Framework, sector-specific guidance, and provincial or state standards). Unsupported operating systems materially conflict with these frameworks, particularly in environments managing operational technology (OT) and building control systems.
Audit, Oversight & Due Diligence
Legacy operating systems are frequently identified during internal audits, third-party risk assessments, cyber-insurance reviews, and post-incident investigations. Continued operation of unsupported platforms can increase audit findings, trigger remediation requirements, or necessitate formal risk acceptance and senior executive sign-off.
Research, Healthcare & Safety-Critical Adjacency
Facilities often support regulated research laboratories, healthcare and patient-care environments, clean rooms, data centers, and safety-critical operations. In these contexts, infrastructure reliability, system integrity, and security controls are expected to meet modern standards to reduce operational, safety, and liability exposure.
Cyber Insurance & Risk Transfer
Cyber-insurance providers increasingly assess the presence of unsupported operating systems when underwriting or renewing coverage. Legacy platforms may negatively impact policy eligibility, premiums, exclusions, or claim outcomes—particularly following a cybersecurity or operational incident.

From a governance standpoint, upgrading these systems represents proactive risk mitigation and lifecycle management—not discretionary modernization.

Risk Reduction Through GBC Upgrade
Upgrading GBCs to a supported operating system and modern hardware platform:
· Eliminates unsupported OS vulnerabilities
· Restores security patching and lifecycle support
· Reduces audit and compliance exposure
· Aligns control systems with modern cybersecurity expectations
· Protects the broader BAS infrastructure from downstream risk
This upgrade represents risk elimination, not incremental improvement.

Financial Risk of Deferral
Deferring this upgrade introduces non-linear financial risk, including:
· Incident response and remediation costs following a security event
· Emergency replacement premiums during unplanned failures
· Operational downtime impacting classrooms, labs, and research facilities
· Audit and compliance exposure for publicly funded programs
· Loss of vendor support for aging hardware platforms
The cost of proactive upgrade is materially lower than the cost of remediation after failure or incident.

Investment Protection & Long-Term Value
The proposed GBC upgrade provides:
· Lifecycle protection through approximately 2032, aligned with capital planning horizons
· Compatibility with Wireless Pneumatic Thermostat v2
· Readiness for AI-powered Smart Pneumatics capabilities
· Optional SaaS services that reduce manual effort and long-term operating costs
· Protection of existing BAS investments by modernizing the edge controller layer
This is not a rip-and-replace of the BAS—it is a strategic modernization of a critical control layer.

Recommendation
Approve the upgrade and migration of installed Green Box Controllers under the Cypress Green Box Controller Upgrade Program to:
· Eliminate unsupported Microsoft OS risk
· Reduce cybersecurity and compliance exposure
· Strengthen audit defensibility and governance alignment
· Protect existing BAS infrastructure investments
· Extend system life into the next decade
· Enable future operational efficiencies without re-architecture

